حملق تعديل رقم ( )1لوثائق املناقصة العامة رقم ()2021/19
لشراء وتوريد وتركيب وتشغيل نظام محاية الوصول لالنرتنت
ومنع تسريب البيانات
Secure Web Gateway with DLP

نطاق التعديل :
أ-قيمة ضمان العطاء
ب -املواصفات الفنية النهائية املعدلة
تنويه  :يعتبر هذا الملحق جزأ من وثائق المناقصة

املواصفات الفنية للمناقصة العامة لشراء وتوريد وتركيب وتشغيل نظام حماية الوصول لالنترنت ومنع تسريب البيانات Secure Web Gateway with DLP

أ-قيمة ضمان العطاء
من التعليمات إلى مقدمي العطاءات (البند  : )1-15قيمة ضمان العطاء املطلوب تقديمة مع وثائق العطاء هو
 $2800الفين وثمانمائة دوالرامريكي ويجب ان يقدم بحسب الشروط املحددة في وثيقة املناقصة – قسم التعليمات
الى مقدمي العطاءات .

ب -المواصفات النهائية المعدلة
Technical Specification
1- Deployment Requirements:
We have 4 branch sites that connected to main and DR centralized sits. Each site has its own network connection.

-

The current number of users and available internet bandwidth per each as following:

-

Available
Internet BW
40M to 100M
40M to 100M
40M to 100M
40M to 100M
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# of Users
300
150
40
20

Site
Site 1
Site 2
Site 3
Site 4
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2- The Statements of Compliance SOC:

Sr. No
1
2

Product Specifications

The Solution should support Content caching and traffic optimization

4

The solution should support future scaling up to 2000 users.
Network Bandwidth management i.e. the Administrator should be able to
create bandwidth rules using various different attributes like applications,
IP address, user, network, time, priority, ... etc. with pre-defined quota for
each.
Provide advanced control of web traffic including dynamic web content
such as social media applications

6
7
8

The solution must provide Applications Control.
The solution must support visibility and control over all user’s web and
application activity.

9

Real time URL filtering and monitoring with content analysis

10

Real time Antivirus, Malware and Spyware detection and blocking

11

Real time malware analysis (sandboxing)

12

Threat Analytics, behavioral analysis and anomaly detection

13

Set policies based on website content-based classifications

14

Web Traffic isolation for privileged users such as C-level executives

15

Visibility into SSL/TLS-encrypted web traffic

16

Block URL based phishing attacks
The Solution must support predefined categories and custom categories.
It should be possible for the solution administrator to create new
categories of URLs in the application database.
The Solution should support Immediate updates of the URL filter
database available to prevent phishing and other frauds

17
18

Bidders
Remarks, if
any

The Secure Web gateway solution should be on- premises, appliance
based designed for secure proxy and active content caching services
The Secure Web gateway solution should include web DLP with its
related necessary components.

3

5

Bidders
Compliance
(Yes / No)
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Sr. No
19
20

21
22
23

Product Specifications

Universal Policy Enforcement

25

Centralized management, analysis and reporting

26

The Solution must support integration with other servers using ICAP.

27

URL Filter support for HTTP(S) traffic

28

Internet Watch Foundation (IWF) support for legal requirements
The Propose solution must be able to filter DNS query based on category
and has the ability to block the DNS query
The propose solution must be able to proxy not just HTTP but also the
following: SMTP,POP3,IMAP,FTP,DNS.

30
31

The Solution should support IP spoofing to pass client IP

32

The appliance should have inbuilt caching mechanism

33

The solution should support multiple sites with multiple gateways
The solution should have authentication options for users/groups, It
should supports authentication and authorization of users via Integrated
Windows Authentication (Kerberos), NTLM (NTLM v1 and v2 in Session
Security), Open LDAP & Microsoft AD etc.

34
35

Bidders
Remarks, if
any

The Solution should provide resolution to any URL rating disputes within
one service day that also accepts recommendations
All components of the solution (Proxy, web / URL filtering, Antivirus,
Antimalware, DLP etc.) should support deployment in Active-Active and
HA Mode in future.
The solution should provide security controls for unrated/uncategorized
URL's in the form of Risk score and combine that with the content/service
type to create a granular policy.
Scan SSL-encrypted traffic for viruses, worms, and Trojans, and block
them.
Must provide SSL Offloading features in order to offloads decryption and
encryption tasks from webservers onto the solution

24

29

Bidders
Compliance
(Yes / No)

Predictive machine learning (PML) for unknown malware
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Sr. No

Product Specifications

36

The solution should support SSL/HTTPS Inspection and also support
SSL scanning capabilities maintaining data integrity, including decryption,
re- encryption of storage keys, without processing overhead and latency

37
38

Bidders
Remarks, if
any

The Solution should have the ability to customize trusted CA lists.
The solution should provide the ability to exclude data from analysis like
(PII, Health, Banking, etc.) for privacy purpose

39

The solution should be integrated with NGFW

40

The solution should be integrated with SEIM

41

Pre-define policies

42

Compliance Reporting Templates

43

Search Engine Keyword Controls

44

Mobility Support (Proxybased)

45

Botnet Defense
Solution should support User Authentication Mechanism such as
Directory Services and AAA as deployed in the Yemen Mobiles
environment. The systems should be able to align to the Yemen Mobile's
authentication requirements including password policy.

46

Bidders
Compliance
(Yes / No)

47

Solution should be IPv6 compatible from Day 1.
Data Loss Prevention (DLP)
48
49
50
51
52
53

DLP feature should examine traffic files of particular name type etc.
DLP solution perform both content inspection and contextual analysis of data
sent via internet.
Centralized management console, use a single web-based console to author
data loss policies, remediate incidents, and perform system administration.
Pre-built policy templates with capability to define or modify the policies,
include enforcement point and wide range of attributes for control.
Inspect data content at the point of egress (internet) and can block instances of
sensitive data leakage based on pre-written policies.
Data Behavior Analytics (DaBA) – complete departure from DLP, detects
sensitive data based on recorded data behavior – origin (sensitive or not), how
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Sr. No

54

55

56

57
58
59
60

Product Specifications

Bidders
Compliance
(Yes / No)

Bidders
Remarks, if
any

it's used (in accordance with policy or not) and where is goes (in accordance
with policy or not) – as well as data content.
User Behavior Analytics (UBA) analyzes user behavior to identify activity
outside the norm that may indicate insider threat or possible data risk, prevent
data from going to unwanted sites and protect data when it’s shared outside
the organization.
DLP Solution Monitor captures and analyzes outbound traffic on the network,
and detects sensitive content and metadata over standard, non-standard and
proprietary protocols. Deployed at network egress points. Perform deep
content inspection of all network communications with zero packet loss.
DLP Solution protects sensitive data from being leaked to the Web, monitors
and analyzes all organization web traffic, and optionally removes sensitive
HTML content or blocks requests, and integrates with HTTP, HTTPS or FTP
proxy server using ICAP.
Described Content Matching detects content by looking for matches on specific
keywords, regular expressions or patterns, and file properties.
Exact Data Matching detects data by fingerprinting or indexing structured data
sources such as databases, directory servers, and other structured data files.
Indexed Document Matching applies fingerprinting methods to detect data
stored in unstructured documents, including Microsoft Office documents
Leverage robust workflow and remediation capabilities to streamline and
automate incident response processes for high traffic environments.

61

Simplify incident triage and policy management

62

Events management workflow

63

Decrypts SSL connections, passing the decrypted content to the DLP solution
for monitoring, enables organization to apply security and control measures to
SSL-encrypted traffic.

64

Support for PCI-DSS, ITIL , FISMA , HIPAA

65

Analytics & Reporting, apply business intelligence to organization risk
reduction efforts with a sophisticated analytics tool, provides advanced
reporting and ad-hoc analysis capabilities.

66

Fewer false positives and ease of use.
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3- Scope of works:
The project scope will include all activities to design, install, implement, and test solution in the two centerlized sites
(Main Site & DR [Disaster Recovery] Site) and in 4 branches with the following main requirements.
 The offered solution should be a complete solution that cover all sites requirements.
 The solution centerlized Management and Control part can be ether hardware appliance based or virtual
based, but the remaining distributed parts at the branches should be only hardware appliance based.
 The Solution Management and Control part only should be installed at Centalized sites with active-standby
mode to ensure solution high availability. It should manage, control, and monitor internet utilization at the 4
branch sites that have its own connection links to internet. The branches’ appliances needed to be deployed
in single node, but they should support deployment in Active-Active in future.
 The service should not be interrupted if the centerlized management and control system is not reachable.
 The bidder should provide proposals to design the optimal solution in a manner that fits with the company's
environment and implement the solution after it is approved by the company's engineers.
 The high availability design should be implemented and considered at all levels to ensure minimal down time.
 The implementation of solution should be implemented with the latest stable versions.
 The offer should include providing local technical support and the necessary technical advice by qualified
technical team during the first year to solve any problems that may arise to ensure a stable environment.
 The bidder should provide Knowledge Transfer: knowledge transfer of the design, deployment, and
operations procedures.
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